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Abstract—With flexible and scalable features for fine-grained
access control, Ciphertext Policy Attribute-based Encryption (CP-
ABE) is widely used as a kind of data protection mechanism in the
cloud computing. However, the access policy of CP-ABE scheme
may contain sensitive information which causes privacy revelation
of the data provider or receiver. Some papers proposed hidden
policy CP-ABE scheme, which are based on And-gate access
structure whose expressive ability of access policy is limited. CP-
ABE with the tree-based access structure has stronger expressive
ability and more flexible access control capability. Therefore, it
has broad application prospects compared to other mechanisms.
This paper proposes a tree-based access structure CP-ABE
scheme with hidden policy (CP-ABE-HP), which can both protect
the policy and has flexible access control capability. We prove the
Chosen-plaintext Attack (CPA) security of our scheme under the
Decisional Bilinear Diffie-Hellman (DBDH) assumption in the
standard model.

Keywords-ciphertext policy attribute-based encryption; access
control; hidden policy; cloud computing

1. INTRODUCTION

With the development of cloud computing, the cloud storage
is becoming a popular way of data storage for enterprises or
individuals. In the cloud storage environment, the protective
ability of data becomes very important, because data is out of
the user’s control domain and the cloud storage service provider
may be unreliable. Data encryption, currently the primary means
to protect data, cannot satisfy data protection requirements in
various online applications which own a large amount of users,
due to its complex key management mechanism and poor
scalability. Therefore, a new data oriented protection mechanism
is urgently needed, in which data has the ability to protect its
confidentiality and integrity all by itself rather than depending
on the cloud storage server. We call this kind of new data
protection the data-centric self-contained protection. Also we
believe that this kind of data protection can be achieved by
integrating data encryption with data access control.

In recent years, for the situation of uncertain decrypting
party, Attribute-based Encryption (ABE)[1] mechanism,
proposed by Sahai and Waters, was developed based on

Identity-based encryption mechanism. Without knowing the
specific decrypting parties, the data provider encrypts data
according to an access structure consisting of a series of
attribute descriptions, and the data receiver can decrypt the
ciphertext only if he/she satisfies the attribute descriptions in the
access structure. With data decryption depending on user
attributes, ABE can solve the security problems of
outsourced data effectively. At present, ABE can be divided into
two types: Key Policy Attribute-based Encryption (KP-ABE)
and Ciphertext Policy Attribute-based Encryption (CP-ABE). In
KP-ABE, which was proposed by Goyal et al [2], the ciphertext
is associated with a set of attributes and the secret key is
associated with the access structure. On the contrary, in CP-
ABE, proposed by Bethencourt et al [3], the ciphertext is
associated with the access structure and the secret key is
associated with a set of attributes. In both cases, only when the
user’s attributes satisfy the access policy related to the
ciphertext, can he/she decrypt the ciphertext successfully.
Consequently, the CP-ABE scheme is more suitable for data-
centric self-contained protection in cloud storage environment.
The CP-ABE scheme currently has three kinds of access
structures: And-gate access structure, tree-based access structure
and Linear Secret Share Scheme (LSSS) matrix access structure.
The tree-based access structure can express much more complex
access policy with its hierarchy. Thus, it has a more flexible
access control capability for data encryption. Therefore, CP-
ABE has gained much more attentions in cloud computing.

In the originally proposed CP-ABE scheme, the access
structure is embedded in the ciphertext and whoever obtains the
ciphertext can see the content of the access structure. However,
this full exposure of data’s access policy will disclose sensitive
information of the decryption or encryption party. For example,
in commercial environments, the access structure may contain
trade secrets; an access structure for secret job information
released by a company on public platform may disclose the
company’s development direction and strategy. In military
applications, the access structures themself may contain military
secrets, such as sensitive information like organizational
structure, the core combat troops, staff ratio, and firepower
configuration of a group army. When utilizing ABE to protect
shared data on the Internet, the access policy may also disclose
the receivers’ privacy information. Meanwhile, in order to avoid



the attack by malicious users and policy-based inference for
important information, the policy should be hidden.

The anonymous ABE schemes [4-6] give a good solution to
these problems. These schemes protect users’ privacy
information by establishing security protocols and using
encryption to protect access policy against unauthorized access
in the security protocols. Recently, the researchers also proposed
a series of CP-ABE schemes [7-9] with hidden policy. But these
schemes are based on simple And-gate access structure and their
policy expressive ability is limited. To the best of our
knowledge, the tree-based access structure CP-ABE scheme
with hidden policy has not been proposed at present.

This paper proposes a tree-based access structure CP-ABE
scheme with hidden policy (CP-ABE-HP) which is proved to
have the Chosen-plaintext Attack (CPA) security under the
Decisional Bilinear Diffie-Hellman (DBDH) assumption in the
standard model. Inspired by the tree-based access structure in
ITHJ09 scheme [10] and the policy hiding method in And-gate
access structure CP-ABE which proposed by Xiaohui et al [7],
we proposed a more efficient and stronger expressive CP-ABE
scheme with hidden policy. Our scheme also uses subgroup
element’s orthogonal property in composite order bilinear
groups and introduces some random elements into the policy
key component.

The remaining sections are organized as follows. In Section
2, we introduce related work. In Section 3, we review some
preliminary concepts. We propose the CP-ABE-HP scheme and
give analysis in Section 4. In Section 5 we give the security
proof of our scheme. We then give an implementation
framework of our scheme in cloud computing environment in
Section 6. Finally, we conclude the paper in Section 7.

II. RELATED WORK

BSWO07 [3] scheme, proposed by Bethencourt et al, uses
tree-based access structure to express access policy, which
supports AND, OR and of threshold operator. Its ciphertext
length, time of encryption and decryption, and the number of
attributes in the access structure are linear correlation. But the
security proof is based on common group model, rather than the
standard numerical theoretical assumptions. Cheung and
Newport [11] primarily constructed the CPA security CP-ABE
mechanism (CN07) based on the DBDH assumption. However,
its access structure only supports AND, OR operation with weak
expressive ability. Also, the ciphertext and key length are linear
with the number of system attributes and scheme efficiency is
lower.

Goyal et al proposed the Bounded Ciphertext Policy
Attribute-based Encryption (BCP-ABE)[12] with tree-based
access structure supporting AND, OR and of threshold operator,
but the height of the tree and number of child non-leaf nodes are
limited. Ibraimi et al [10] gave a CP-ABE mechanism (ITHJ09)
based on DBDH assumption using Shamir secret sharing
technology [13] to support AND, OR and of threshold
operation. Its access structure is an n-ary tree and its key
generation and decryption or encryption cost is lower than

BSWO07 scheme. Waters [14] firstly used the Linear Secret
Sharing Scheme matrix to express access policy.

Kapadia et al [15] gave a scheme with hidden certificate and
hidden policy based on PEAPOD system. The scheme
introduced an online semi-trusted server, but cannot prevent
collusion attacks. To prevent users’ collusion attacks, Yu et al
constructed two kind of anonymous CP-ABE mechanism [5, 16]
used in CDN network and multicast user groups. However,
these anonymous mechanisms used strong security assumption,
so the security level is lower. Nishide et al [6] firstly proposed
anonymous CP-ABE with hidden policy based on DBDH
assumption and D-Linear assumption. But the mechanism only
supports AND-gate access structure. In papers [8, 17-19], the
authors have proposed different ways to deal with policy hiding
issues. Lai et al [8] used inner product Predicate Encryption
technology to achieve the hidden policy CP-ABE scheme in
fully security model. After that, they also proposed a partial
hidden policy scheme [20] based on LSSS matrix access
structure and pointed out that the structure is more flexible than
other scheme [6, 8, 21]. Among these schemes, the privacy-
aware ABE proposed by Jin et al [21] aimed at the prevention of
users’ collusion attacks. And their main idea was binding the
user’s ID to detect whether a user shares their property keys or
not. Balu et al [17, 19] calculated dual key for each attribute
element to achieve anonymous policy or privacy preserving
without supporting of threshold operator. With And-gate access
structure supporting negative attribute and wildcard, a hidden
policy scheme, proposed by Nishanth and Devesh [9], focused
on the constant size of ciphertext and key. Xiaohui et al also
proposed a hidden policy scheme which used And-gate access
structure with provably security under the standard model, and it
based on Waters’ scheme [22].

Considering the security and expressive ability of access
policy, only the W08 and ITHJ09 scheme support the AND, OR
and threshold operations under the standard numerical
theoretical assumptions, and the computation cost of encryption
and decryption of ITHJ09 is lower than WO08’s. Meanwhile, in
terms of hidden policy, all existing CP-ABE schemes are based
on And-gate access structure. Though their efficiency has been
improved, the expressive ability of policy is limited. In the
background of cloud storage applications, CP-ABE scheme with
flexible policy expression ability will have broad application
prospects. Therefore, the paper focuses on the research of tree-
based access structure CP-ABE scheme with hidden policy.

III. PRELIMINARIES

A. Composite order bilinear groups

Composite order bilinear groups were first introduced by
Boneh et al [23]. The order of bilinear groups we used is the
product of two distinct primes. Let p, » be distinct primes, G and
Gr be cyclic groups of order N=pr. And e:GXG—Gr is a map
satisfied the following conditions:

e Bilinear: V g, he G, a, be Zy, e(g", h") = e(g, h)™.

e Non-degenerate: 3 ge G such that e(g, 4) has order N in

Gr.



We use G, and G, to denote the subgroups of G with order p
and r respectively. Note also that if 4,€ G, and h,€ G, then e(h,,

hy) =1.
B.  The Decisional Bilinear Diffie-Hellman Assumption

In this paper, we use DBDH assumption as the complexity
assumption. Let e:GXG—Gr be an efficiently computable
bilinear map and g is the generator of G. Choose random
numbers a,b,c,zeZ, The DBDH assumption is that no
probabilistic Eolynomlal -time algorithm f can dlstlngulsh the

tuple (g, g°, g, &, e(g, ©)") from the tuple (g, &", &', &°, e(g, &))
with more than a negligible advantage.

C. Access Structure

Definition 1: Access Structure [24]: Let {py, p,, ..., pn} be a
set of parties. A collection A€ 2?"#* -~ is monotone if VB,C:
if BeAABCC then CeA. An access structure (respectively,
monotone access structure) is a collection (respectively,
monotone collection) 4 of non-empty subsets {pi, pa, ..., Pn}s
i.e., A2l P2 P\ (@5} The sets in A are called the authorized
sets, and the sets not in 4 are called the unauthorized sets.

In CP-ABE-HP mechanism, we use attributes instead of the
p: and the access structure 4 will contain the set of authorized
attributes.

D. CP-ABE

The ciphertext-policy attribute based encryption(CP-ABE)
scheme consists of four fundamental algorithms [3]: Setup,
Encrypt Key Generation, and Decrypt.

Setup (k). The setup algorithm takes no input other than
the security parameter k. It outputs the public
parameters PK and a master key MK.

e Key-Generation (MK, S). The key generation algorithm
takes the master key MK and a set of attributes S that
describe the key as input. It outputs a private key SK.

e  Encrypt (PK, M, A). The encryption algorithm takes the
public parameters PK, a message M and an access
structure 4 over the universe of attributes as input. The
algorithm will encrypt M and produce a ciphertext Cr,
so that only a user that possesses a set of attributes that
satisfies the access structure will be able to decrypt the
message. We will assume that the ciphertext implicitly
contains 4.

e Decrypt (PK, Cr, SK). The decryption algorithm takes
the public parameters PK, a ciphertext Cr which
contains an access policy 4, and a private key SK as
input. If the attributes set satisfies the access structure 4,
the algorithm will decrypt the ciphertext and return a
message M, otherwise return the error symbol.

E.  Security Model

The CPA semantic security model of CP-ABE-HP will be
the based on the IND-sAtt-CPA game [10], which is a
simulation between a challenger and an adversary 4. In the
game, the challenger simulates an execution environment of

algorithms to answer the adversary’s query request. The specific
game process is as follows:

e Init Phase. The adversary chooses a challenge access
tree and gives it to the challenger.

e Setup Phase. The challenger runs Setup algorithm to
generate (PK, MK) and gives the public key PK to
adversary A.

e Phase 1. Adversary 4 makes a secret key request to the
key generation oracle for any attribute sets. The
challenger runs Key-Generation (MK, S) algorithm to
generate a private key.

e Challenge Phase. Adversary 4 sends to the challenger
two equal length messages m,, m;. The challenger picks
a random bit be {0, 1} and returns ¢, = Encrypt (m,, T s
PK).

e Phase 2. Adversary 4 can continue querying key
generation oracle with the same restriction as in Phase
1.

e Guess Phase. Adversary 4 outputs a guess b € {0, 1}.

Definition 2: if the attack advantage of adversary is ignored

in the IND-sAtt-CPA game in any polynomial time, the CP-
ABE-HP scheme can be at CPA security. And the advantage is ¢
=|Pr—1/2|.

IV. CP-ABE-HP

A. CP-ABE-HP Scheme

The specific CP-ABE-HP scheme is as follows:

1) Setup (k): the algorithm takes security parameter k£ as
input and generates the following parameters.

a) Generate the bilinear groups G and a bilinear map
e:GXG—Gr, and G and Gr are the cyclic groups of order N=pr,
where the p and r are distinct primes. Let G, and G, be the
subgroup of the G with order p and r respectively. Also g,and
g, are the generator of G, and G, respectively.

b) Generate the attribute set U={qa;, a,, ..., a,}, random
element o, t;, to, ..., t,€ Z*p and Ry, R;, R,, ..., R,€G,. Calculate
the public key as follows:

x:gp-Ro (D
y=elg,.g,)" 2
T, =g, R,(1<j<n) 3

So, the public key is pk = (e, x, y, T(1<j<n)), and the
master key is mk = (¢, t(15j<n)).
2) Key-Generation (w, mk): the algorithm takes w and mk
as the input, where w is the attribute set submited by the user
and mk is the master key. The detail algorithm is as follows:



a) Choose a random element re Z,, calculate:
dy =g (4)

b) For every attribute a; in w, calculate:

-1

d, =g, (5)

Return the secret key sk,= (dy, V aew : d)).

3) Encrypt (m, t, pk): the algorithm encrypts a message
me Gr as follows, where m is the message, 7 is the access
policy tree and pk is the public key of the system.

a) Select a random element se Z*p, R e G,, calculate:
cp=x" 'R(') (6)
q=m-y =m-e(g,.g,)" 7

b) Assign the secret s in the tree-based access policy: set
the value of the root node of 7 to be s. Make all child nodes as
un-assigned and the root node as assigned. Recursively, for
each un-assigned non-leaf node, do as follows:

e If the node operator is of (threshold operator) and its
child nodes are un-assigned, the secret s is divided by
(t,n)-Shamir Secret Sharing, where n is the number of
all child nodes and ¢ is number of child nodes for
recover secret s. For each child node, its sharing secret
value is s; = f(i) and mark this node as assigned.

e If the node operator is A and its child nodes are un-
assigned, ibid, using (#n)-Shamir Secret Sharing to
share the secret s, where =n. For each child node, its
sharing secret value is s; = f{i) and mark this node as
assigned.

e If the node operator is v and its child nodes are un-
assigned, ibid, using (#n)-Shamir Secret Sharing to
share the secret s, where =1. For each child node, its
sharing secret value is s; = f{i) and make this node as
assigned.

Note that i denotes the position index of the leaf node and
the value of each leaf node is used to generate the ciphertext
component. The function f{x) is a random polynomial over Z*p,
and defined as follows:

f="" by ®)

where b; is a random coefficient and # is the number of child
nodes.

¢) For each leaf node, calculate as follows:

Va;,,et,c;; =T R, ®
Where i denotes the index of leaf node in the tree, and
R’;is a random element in G, group.
Return the ciphertext ¢, = (cy, ¢,V a;,€ T: [i, ¢;]).
4) Decrypt (c,, sk,): the algorithm is described as follows:

!

m' =
ec,.d,) [ ] elc,..d )"

a/ew

(10)

Where /(0) is Lagrange coefficient, can be calculated by
the attribute index i, which can be found in the ciphertext
components of the attributes, namely, [7, ¢;;]. And the input
parameters c, sk, denote the ciphertext, the users’ private key
respectively.

B. Analysis

Correctness Proof:

We give the correctness proof as follows:
!

m =
e(co,dy)- H e(cf,z"dj)li(m

LleW

 meg,.s)”
e(g;sgzir)'e(R(‘; 'Rosgf:ir)
1

. 1S rt;’l (0 S; ! rt;I (0
[T gy ) eR-R.gV )™y (1)

a,ew

m-e(g,,g,)"

e(g,.g, )-eg, g,

)zrsili(o)

)ds

 mdg,.s,
e(g,.g, )elg,g,)

=m

In previous schemes [3,7-11], the access policy was
appended to the ciphertext. Because the access policy was
public, it’s useless to protect the ciphertext components of the
attributes that were associated with the tree-based access policy.
However, when the policy was hidden, the only way to find
some information about the access policy was to attack the
ciphertext components of the attributes. Hence, it is necessary
to protect these parts of the ciphertext. In our scheme, we use
the property of composite order bilinear groups to achieve the



TABLE L

COMPARISON OF OUR SCHEME WITH OTHER SCHEMES IN COMPUTING COST

Scheme Access Structure Hidden Policy Encrypt Decrypt
CNO7[11] And-gate N (n+1)G+2G; (n+1)CetH(nt+1)G;
Emura09[25] And-gate N (n+1)G+2G, 2CA+2G,
Xiaol2[7] And-gate Y (n+3)G+2G, 2CA2G,
BSWO07[14] Tree N (2IAH1)GH2G; 2|A|CH(2ISH2)G,
ITHJO09[10] Tree N (JAH1)GH2G, (IWHDCetH(w[+1 )G,
CP-ABE-HP Tree Y 2(|AJ+1D)GH2G, (Iw+DCet((w|+1 )G,

* Note: G and Gt represent the computing on G and Gt groups respectively. |w| is the number of user’s attributes. Ce denotes the bilinear map computing. | Ac | stands for the attribute number in the access
structure. | Au | is the leaf node number in the access structure. |S| indicates the number of user’s attribute associated with the private key.

goal of anonymous attributes of receivers. The most
important part is that the random element is introduced into
ciphertext of ¢y and ¢;;. In encryption phase, ¢y and c;;
multiplies by the random elements R, and R of G,
respectively, as shown in equation (6) and (9). Meanwhile, it
does not affect the decryption result in the decryption phase,
as shown in equation (11). So, it can effectively prevent
some malicious attacker from testing the access policy by a
possible access structure w’, guessing the access structure,
and getting the anonymous information of receivers.

The performance analysis of the computing efficiency is
shown in Table I. CNO7, Emura09 and Xiaol2 are the CP-
ABE schemes based on And-gate access structure. Emura09
and Xiaol2 scheme have the constant size of the ciphertext
and the private key, and Xiaol2 scheme realizes a hidden
policy scheme. Compared to Emura09 scheme, the Xiaol2
scheme has 2 additional computing costs in G group during
encryption phase to achieve hidden policy, which is
necessary for goal of policy hiding. BSW07, ITHJ09 and our
scheme all use tree-based access structure, and our scheme
increases one and (|Ac[+1) computing cost on G group
compared with BSWO07 and ITHJ09 respectively, however
the computing was only the non-exponentiation on G group.
Compared with And-gate hidden access policy in Xiaol2
scheme, the computing consumption of our scheme is more
than Xiaol2 scheme during the decryption phase. The reason
is that Xiao12 scheme has the constant size of ciphertext and
private key. But during the encryption phase, the computing
cost of our scheme is lower than Xiaol2 scheme.

V.

In this section, we give the security proof of CP-ABE-HP
scheme. Firstly, we suppose that the IND-sAtt-CPA game
can be won by an adversary 4 with a non-negligible
advantage ¢. We will build a simulator B, which has the
ability to solve the DBDH assumption problem with
advantage ¢/2 from the attack ability of adversary 4. The
simulator firstly sets the bilinear group G of order N=pr and
the bilinear map e:GxG— Gy, where p and r are the distinct
primes and G and G7 are cyclic groups. Let G, and G, be the
subgroup of G with order p and r and generator g, and g,
respectively. The challenger selects u = {0, 1} and sets Z, as
follows:

SECURITY PROOF

Z,=e(g,.g,) " u=0

> (12)
Z,=e(g,.g,)"

au=1

And then the challenger sends a DBDH challenge (g, 4, B,
CZ)=(, 8" b 8" Z,) to the simulator.

In the attack game, the simulator plays the challenger
role of adversary and we refer to it as the challenger in the
following IND-sAtt-CPA game:

e Init Phase. The adversary chooses a challenge access

7 and sends it to the challenger.

e Setup Phase. The challenger selects a random

element x’ € Z, and sets o. = ab + x’, then calculates:

y=el(g,.g,)" =e(g,.g,)"e(g,.g,)" (13)

Select following elements randomly: t€:Z",, R;,
RyerG,(1< j <n ), and calculate:

bit; .
g, ‘Raert

Va,eU:T, = BERR(EVEIONIE)

t.
j.
g, Rj,ajGT

After setting the parameters, the challenger sends
the adversary A4 the following public key pk
(x=g,-Ro, y, T} (15j<n)).

e Phase 1. The adversary sends a user private key
query request to the challenger by any attributes set.
And the attributes set is as follows:

(15)

w,=1a;|a; € Q},(a; & 7)

For each query request of the adversary, the
challenger selects random element »’c zZ, and sets
r=ab+r’b, so

_ _a—(ab+r'by _  _x'-r'b _ _x', b \-r'
d, =g, =g, =g,(g,) 16

As the restriction a;¢ 7 in the attributes set of
private key request from the adversary, we have the
following result:

rt; /b _

avl; r't/- *
d, =g, =(g,)'g, .(a,eg7) (17



And the challenger sends the adversary the user
private key: sk,(dy, V aew;: d)).
Challenge Phase. The adversary submits two
plaintext messages my, m;to the challenger. And the
challenger selects a random plaintext message m;,
from the two messages, where be z{0,1}. Encrypt
the message as follows:

co=g;~Rg-R£) (18)

o =me(g,.g,) " e(g). ;) (19)

Then set the root node value of challenge tree 7 to
be g,°, and initialize all child nodes as un-assigned
and mark the root node as assigned. Recursively, for
each un-assigned non-leaf, if the node’s child nodes
are un-assigned, the challenger select a polynomial
f(i), i donating the attribute index of challenge tree
and f{0)=c. For each child node, the challenger
assigns a value g, and marks this node as assigned.
The polynomial f(7) is set with the following rule:

- If the node symbol is of (threshold operator), set
the polynomial f{i) of degree -1, where ¢ denotes
the number of nodes to recover the secret.

- If the node symbol is A, set the polynomial f{i) of
degree n-1, where n denotes the number of all leaf
nodes.

- If the node symbol is v, set the polynomial f{i) of
degree 0, so the f{i) is constant number and assign
it to each of its child node.

Phase 2. The adversary continues to send the secret
key requests to the challenger with the same
restriction as in Phase 1.

Guess Phase. The adversary outputs a guess b'e {0,
1}.

If b’ = b, the challenger can guess that u = 0, Z, =
e(g, 2)"™. As Z=e(g, g,)" is a reasonable
simulation of the simulator, the ciphertext is a valid
ciphertext in the system. Hence, with the help of
adversary, the challenger solves the DBDH
assumption problem with the following advantage:

Pr[b'=b|Z, =e(g,.g,)" 1=1/2+¢ (20)

Otherwise, the challenger guesses that u = 0, Z, =
e(g, gp)g. Right now the value of Z, = e(g,, gp)ﬁ isa
random ciphertext relative to the adversary. And
the adversary cannot get any information about the
plaintext message m,. So, the challenger solves the
DBDH assumption problem with the following
advantage:

Pr[b'#b|Z, =e(g,.g,)"1=1/2 (1)

Conclusion as a result, for any guesses, the
challenger solves the DBDH assumption problem
with the following advantage:

1 1 1 ¢
—Prlu'=u|u=0]+—Prlu'=ulu=1]-—=— (22)
2 2 2 2

In summary, the elements, like R;, Ry, from the G, group
are random and one-time elements. Compared to the
previous schemes [3,7-11], the random elements do not
lead to new security problems. Hence, we focus on the same
security model as before. If the adversary has the above
advantage ¢ to win the IND-sAtt-CPA game, the challenger
will solve the DBDH assumption problem with advantage
&/2 by the help of the adversary’s advantage. However, there
are no effective polynomial algorithms which can solve the
DBDH assumption problem with non-negligible advantage
according to the DBDH assumption. Hence, the adversary
also cannot win the IND-sAtt-CPA game with the above
advantage ¢, namely, the adversary having no advantage to
break through CP-ABE-HP system.

VI. AN IMPLEMENTATION FRAMEWORK OF CP-ABE-HP

We have implemented a system for data sharing based on
the CP-ABE-HP scheme. The system can be used to protect
personal data stored in the private cloud or public cloud.
The framework is shown in Fig.1.

The system needs to be initialized by distributing the
public parameters to users. If a user wants to share his data
with a group of specific users, he just needs to encrypt the
data with the access policy under the encrypt algorithm of
our scheme, and then he shares the data to the cloud. When
the recipient gets the encrypted data from the cloud, he
should firstly acquire the private key from the security
server. The security server contains two parts, the Attribute
Authority(AA) and the Private Key Generator(PKG). The
AA firstly authenticates the recipient’s attributes, and then
asks the PKG to generate the private key containing these
authenticated attributes for the recipient, and lastly the AA
sends the private key to the recipient. If the recipient’s
attributes in his private key satisfy the access policy which
is corresponding to the ciphertext, he can decrypt the data
successfully. Otherwise, he can’t decrypt it.

VII. CONCLUSIONS

In CP-ABE schemes, policy hidden is of great
significance in certain applications for protecting the
privacy information of data provider and receiver. By
introducing random element of subgroups into the policy
key components, and with the property of subgroup
element’s orthogonal in composite order bilinear groups, the
paper proposed the CP-ABE-HP scheme, which effectively
realizes policy hidden in encryption. Meanwhile the tree-
based access structure of CP-ABE-HP ensures that users can
define their policies flexibly. Our scheme has very fewer
extra costs of encryption and decryption compared with the
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The implementation framework of CP-ABE-HP scheme for
outsourced data sharing.

CP-ABE schemes with tree-based access structure, and it can
achieve the Chosen-plaintext Attack security under the
standard model. The CP-ABE-HP scheme could be a useful
scheme in realizing self-contained data protection in cloud
computing. For future work, we will implement an efficient
CP-ABE-HP mechanism and apply it to some specific cloud
storage environments.

ACKNOWLEDGMENT

This work was supported by the National Natural Science

Foundation of China (Grant No.61170088) and Foundation
of the State Key Laboratory of Software Development
Environment (Grant No. SKLSDE-2013ZX-05).

(1]

REFERENCES

A. Sahai and B. Waters, "Fuzzy Identity-Based Encryption," in
Advances in Cryptology — EUROCRYPT 2005. vol. 3494, R.
Cramer, Ed., ed: Springer Berlin Heidelberg, 2005, pp. 457-473.

V. Goyal, O. Pandey, A. Sahai, and B. Waters, "Attribute-based
encryption for fine-grained access control of encrypted data,"
presented at the Proceedings of the 13th ACM conference on
Computer and communications security, Alexandria, Virginia, USA,
2006, pp. 89-98.

J. Bethencourt, A. Sahai, and B. Waters, "Ciphertext-Policy Attribute-
Based Encryption," in Security and Privacy, 2007. SP '07. IEEE
Symposium on, 2007, pp. 321-334.

K. Frikken, M. Atallah, and J. Li,
with hidden policies and hidden credentials,"
Transactions on, vol. 55, 2006, pp. 1259-1270.

S. Yu, K. Ren, and W. Lou, "Attribute-based content distribution with
hidden policy," in Secure Network Protocols, 2008. NPSec 2008. 4th
Workshop on, 2008, pp. 39-44.

T. Nishide, K. Yoneyama, and K. Ohta, "Attribute-based encryption
with partially hidden encryptor-specified access structures," presented
at the Proceedings of the 6th international conference on Applied
cryptography and network security, NewYork, NY, USA, 2008, pp.
111-129.

X. Li, D. Gu, Y. Ren, N. Ding, and K. Yuan, "Efficient ciphertext-
policy attribute based encryption with hidden policy," in Internet and
Distributed Computing Systems, ed: Springer, 2012, pp. 146-159.

"Attribute-based access control
Computers, IEEE

J. Lai, R. H. Deng, and Y. Li, "Fully secure cipertext-policy hiding
CP-ABE," in Information Security Practice and Experience, ed:
Springer, 2011, pp. 24-39.

(91

[10]

[11]

(12]

[13]

[14]

[15]

[1e]

[17]

(18]

[19]

[20]

[21]

[22]

[23]

[24]

[25]

N. Doshi and D. Jinwala, "Hidden access structure ciphertext policy
attribute based encryption with constant length ciphertext," in
Advanced Computing, Networking and Security, ed: Springer, 2012,
pp. 515-523.

L. Ibraimi, Q. Tang, P. Hartel, and W. Jonker, "Efficient and Provable
Secure Ciphertext-Policy Attribute-Based Encryption Schemes," in
Information Security Practice and Experience. vol. 5451, F. Bao, H.
Li, and G. Wang, Eds., ed: Springer Berlin Heidelberg, 2009, pp. 1-
12.

L. Cheung and C. Newport, "Provably secure ciphertext policy ABE,"
presented at the Proceedings of the 14th ACM conference on
Computer and communications security, Alexandria, Virginia, USA,
2007, pp. 456-465.

V. Goyal, A. Jain, O. Pandey, and A. Sahai, "Bounded Ciphertext
Policy Attribute Based Encryption," in Automata, Languages and
Programming. vol. 5126, L. Aceto, I. Damgard, L. Goldberg, M
Halldérsson, A. Ingolfsdottir, and 1. Walukiewicz, Eds., ed: Springer
Berlin Heidelberg, 2008, pp. 579-591.

A. Shamir, "How to share a secret,"” Commun. ACM, vol. 22, pp.
612-613, 1979.

B. Waters, "Ciphertext-Policy Attribute-Based Encryption: An
Expressive, Efficient, and Provably Secure Realization," in Public
Key Cryptography — PKC 2011. vol. 6571, D. Catalano, N. Fazio, R.
Gennaro, and A. Nicolosi, Eds., ed: Springer Berlin Heidelberg, 2011,
pp. 53-70.

A. Kapadia, P. P. Tsang, and S. W. Smith, "Attribute-based
publishing with hidden credentials and hidden policies," NDSS’07,
pp. 179-192, 2007.

S. Yu, K. Ren, and W. Lou, "Attribute-based on-demand multicast
group setup with membership anonymity," Computer Networks, vol.
54, pp. 377-386, 2008.

A. Balu and K. Kuppusamy, "Ciphertext policy attribute based
encryption with anonymous access policy," arXiv preprint
arXiv:1011.0527, 2010.

S. Yu, "Data sharing on untrusted storage with attribute-based
encryption,"” WORCESTER POLYTECHNIC INSTITUTE, 2010.

A. Balu and K. Kuppusamy, "Privacy Preserving Ciphertext Policy
Attribute Based Encryption," in Recent Trends in Network Security
and Applications, ed: Springer, 2010, pp. 402-409.

J. Lai, R. H. Deng, and Y. Li, "Expressive CP-ABE with partially
hidden access structures,” in Proceedings of the 7th ACM
Symposium on Information, Computer and Communications
Security, 2012, pp. 18-19.

J. Li, K. Ren, B. Zhu, and Z. Wan, "Privacy-aware attribute-based
encryption with user accountability," in Information Security, ed:
Springer, 2009, pp. 347-362.

B. Waters, "Efficient identity-based encryption without random
oracles," in Advances in Cryptology—-EUROCRYPT 2005, ed:
Springer, 2005, pp. 114-127.

D. Boneh, E.-J. Goh, and K. Nissim, "Evaluating 2-DNF formulas on

ciphertexts," in Theory of cryptography, ed: Springer, 2005, pp. 325-
341.
A. Beimel, "Secure schemes for secret sharing and key distribution,"

PhD thesis, Israel Institute of Technology, Technion, Haifa, Israel,
1996.

K. Emura, A. Miyaji, A. Nomura, K. Omote, and M. Soshi, "A
Ciphertext-Policy Attribute-Based Encryption Scheme with Constant
Ciphertext Length," in Information Security Practice and Experience.
vol. 5451, F. Bao, H. Li, and G. Wang, Eds., ed: Springer Berlin
Heidelberg, 2009, pp. 13-23.




<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /None
  /Binding /Left
  /CalGrayProfile (Gray Gamma 2.2)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Error
  /CompatibilityLevel 1.7
  /CompressObjects /Off
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams true
  /MaxSubsetPct 100
  /Optimize true
  /OPM 0
  /ParseDSCComments false
  /ParseDSCCommentsForDocInfo false
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo false
  /PreserveFlatness true
  /PreserveHalftoneInfo true
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Remove
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
    /AbadiMT-CondensedLight
    /ACaslon-Italic
    /ACaslon-Regular
    /ACaslon-Semibold
    /ACaslon-SemiboldItalic
    /AdobeArabic-Bold
    /AdobeArabic-BoldItalic
    /AdobeArabic-Italic
    /AdobeArabic-Regular
    /AdobeHebrew-Bold
    /AdobeHebrew-BoldItalic
    /AdobeHebrew-Italic
    /AdobeHebrew-Regular
    /AdobeHeitiStd-Regular
    /AdobeMingStd-Light
    /AdobeMyungjoStd-Medium
    /AdobePiStd
    /AdobeSansMM
    /AdobeSerifMM
    /AdobeSongStd-Light
    /AdobeThai-Bold
    /AdobeThai-BoldItalic
    /AdobeThai-Italic
    /AdobeThai-Regular
    /AGaramond-Bold
    /AGaramond-BoldItalic
    /AGaramond-Italic
    /AGaramond-Regular
    /AGaramond-Semibold
    /AGaramond-SemiboldItalic
    /AgencyFB-Bold
    /AgencyFB-Reg
    /AGOldFace-Outline
    /AharoniBold
    /Algerian
    /Americana
    /Americana-ExtraBold
    /AndaleMono
    /AndaleMonoIPA
    /AngsanaNew
    /AngsanaNew-Bold
    /AngsanaNew-BoldItalic
    /AngsanaNew-Italic
    /AngsanaUPC
    /AngsanaUPC-Bold
    /AngsanaUPC-BoldItalic
    /AngsanaUPC-Italic
    /Anna
    /ArialAlternative
    /ArialAlternativeSymbol
    /Arial-Black
    /Arial-BlackItalic
    /Arial-BoldItalicMT
    /Arial-BoldMT
    /Arial-ItalicMT
    /ArialMT
    /ArialMT-Black
    /ArialNarrow
    /ArialNarrow-Bold
    /ArialNarrow-BoldItalic
    /ArialNarrow-Italic
    /ArialRoundedMTBold
    /ArialUnicodeMS
    /ArrusBT-Bold
    /ArrusBT-BoldItalic
    /ArrusBT-Italic
    /ArrusBT-Roman
    /AvantGarde-Book
    /AvantGarde-BookOblique
    /AvantGarde-Demi
    /AvantGarde-DemiOblique
    /AvantGardeITCbyBT-Book
    /AvantGardeITCbyBT-BookOblique
    /BakerSignet
    /BankGothicBT-Medium
    /Barmeno-Bold
    /Barmeno-ExtraBold
    /Barmeno-Medium
    /Barmeno-Regular
    /Baskerville
    /BaskervilleBE-Italic
    /BaskervilleBE-Medium
    /BaskervilleBE-MediumItalic
    /BaskervilleBE-Regular
    /Baskerville-Bold
    /Baskerville-BoldItalic
    /Baskerville-Italic
    /BaskOldFace
    /Batang
    /BatangChe
    /Bauhaus93
    /Bellevue
    /BellGothicStd-Black
    /BellGothicStd-Bold
    /BellGothicStd-Light
    /BellMT
    /BellMTBold
    /BellMTItalic
    /BerlingAntiqua-Bold
    /BerlingAntiqua-BoldItalic
    /BerlingAntiqua-Italic
    /BerlingAntiqua-Roman
    /BerlinSansFB-Bold
    /BerlinSansFBDemi-Bold
    /BerlinSansFB-Reg
    /BernardMT-Condensed
    /BernhardModernBT-Bold
    /BernhardModernBT-BoldItalic
    /BernhardModernBT-Italic
    /BernhardModernBT-Roman
    /BiffoMT
    /BinnerD
    /BinnerGothic
    /BlackadderITC-Regular
    /Blackoak
    /blex
    /blsy
    /Bodoni
    /Bodoni-Bold
    /Bodoni-BoldItalic
    /Bodoni-Italic
    /BodoniMT
    /BodoniMTBlack
    /BodoniMTBlack-Italic
    /BodoniMT-Bold
    /BodoniMT-BoldItalic
    /BodoniMTCondensed
    /BodoniMTCondensed-Bold
    /BodoniMTCondensed-BoldItalic
    /BodoniMTCondensed-Italic
    /BodoniMT-Italic
    /BodoniMTPosterCompressed
    /Bodoni-Poster
    /Bodoni-PosterCompressed
    /BookAntiqua
    /BookAntiqua-Bold
    /BookAntiqua-BoldItalic
    /BookAntiqua-Italic
    /Bookman-Demi
    /Bookman-DemiItalic
    /Bookman-Light
    /Bookman-LightItalic
    /BookmanOldStyle
    /BookmanOldStyle-Bold
    /BookmanOldStyle-BoldItalic
    /BookmanOldStyle-Italic
    /BookshelfSymbolOne-Regular
    /BookshelfSymbolSeven
    /BookshelfSymbolThree-Regular
    /BookshelfSymbolTwo-Regular
    /Botanical
    /Boton-Italic
    /Boton-Medium
    /Boton-MediumItalic
    /Boton-Regular
    /Boulevard
    /BradleyHandITC
    /Braggadocio
    /BritannicBold
    /Broadway
    /BrowalliaNew
    /BrowalliaNew-Bold
    /BrowalliaNew-BoldItalic
    /BrowalliaNew-Italic
    /BrowalliaUPC
    /BrowalliaUPC-Bold
    /BrowalliaUPC-BoldItalic
    /BrowalliaUPC-Italic
    /BrushScript
    /BrushScriptMT
    /CaflischScript-Bold
    /CaflischScript-Regular
    /Calibri
    /Calibri-Bold
    /Calibri-BoldItalic
    /Calibri-Italic
    /CalifornianFB-Bold
    /CalifornianFB-Italic
    /CalifornianFB-Reg
    /CalisMTBol
    /CalistoMT
    /CalistoMT-BoldItalic
    /CalistoMT-Italic
    /Cambria
    /Cambria-Bold
    /Cambria-BoldItalic
    /Cambria-Italic
    /CambriaMath
    /Candara
    /Candara-Bold
    /Candara-BoldItalic
    /Candara-Italic
    /Carta
    /CaslonOpenfaceBT-Regular
    /Castellar
    /CastellarMT
    /Centaur
    /Centaur-Italic
    /Century
    /CenturyGothic
    /CenturyGothic-Bold
    /CenturyGothic-BoldItalic
    /CenturyGothic-Italic
    /CenturySchL-Bold
    /CenturySchL-BoldItal
    /CenturySchL-Ital
    /CenturySchL-Roma
    /CenturySchoolbook
    /CenturySchoolbook-Bold
    /CenturySchoolbook-BoldItalic
    /CenturySchoolbook-Italic
    /CGTimes-Bold
    /CGTimes-BoldItalic
    /CGTimes-Italic
    /CGTimes-Regular
    /CharterBT-Bold
    /CharterBT-BoldItalic
    /CharterBT-Italic
    /CharterBT-Roman
    /CheltenhamITCbyBT-Bold
    /CheltenhamITCbyBT-BoldItalic
    /CheltenhamITCbyBT-Book
    /CheltenhamITCbyBT-BookItalic
    /Chiller-Regular
    /Cmb10
    /CMB10
    /Cmbsy10
    /CMBSY10
    /CMBSY5
    /CMBSY6
    /CMBSY7
    /CMBSY8
    /CMBSY9
    /Cmbx10
    /CMBX10
    /Cmbx12
    /CMBX12
    /Cmbx5
    /CMBX5
    /Cmbx6
    /CMBX6
    /Cmbx7
    /CMBX7
    /Cmbx8
    /CMBX8
    /Cmbx9
    /CMBX9
    /Cmbxsl10
    /CMBXSL10
    /Cmbxti10
    /CMBXTI10
    /Cmcsc10
    /CMCSC10
    /Cmcsc8
    /CMCSC8
    /Cmcsc9
    /CMCSC9
    /Cmdunh10
    /CMDUNH10
    /Cmex10
    /CMEX10
    /CMEX7
    /CMEX8
    /CMEX9
    /Cmff10
    /CMFF10
    /Cmfi10
    /CMFI10
    /Cmfib8
    /CMFIB8
    /Cminch
    /CMINCH
    /Cmitt10
    /CMITT10
    /Cmmi10
    /CMMI10
    /Cmmi12
    /CMMI12
    /Cmmi5
    /CMMI5
    /Cmmi6
    /CMMI6
    /Cmmi7
    /CMMI7
    /Cmmi8
    /CMMI8
    /Cmmi9
    /CMMI9
    /Cmmib10
    /CMMIB10
    /CMMIB5
    /CMMIB6
    /CMMIB7
    /CMMIB8
    /CMMIB9
    /Cmr10
    /CMR10
    /Cmr12
    /CMR12
    /Cmr17
    /CMR17
    /Cmr5
    /CMR5
    /Cmr6
    /CMR6
    /Cmr7
    /CMR7
    /Cmr8
    /CMR8
    /Cmr9
    /CMR9
    /Cmsl10
    /CMSL10
    /Cmsl12
    /CMSL12
    /Cmsl8
    /CMSL8
    /Cmsl9
    /CMSL9
    /Cmsltt10
    /CMSLTT10
    /Cmss10
    /CMSS10
    /Cmss12
    /CMSS12
    /Cmss17
    /CMSS17
    /Cmss8
    /CMSS8
    /Cmss9
    /CMSS9
    /Cmssbx10
    /CMSSBX10
    /Cmssdc10
    /CMSSDC10
    /Cmssi10
    /CMSSI10
    /Cmssi12
    /CMSSI12
    /Cmssi17
    /CMSSI17
    /Cmssi8
    /CMSSI8
    /Cmssi9
    /CMSSI9
    /Cmssq8
    /CMSSQ8
    /Cmssqi8
    /CMSSQI8
    /Cmsy10
    /CMSY10
    /Cmsy5
    /CMSY5
    /Cmsy6
    /CMSY6
    /Cmsy7
    /CMSY7
    /Cmsy8
    /CMSY8
    /Cmsy9
    /CMSY9
    /Cmtcsc10
    /CMTCSC10
    /Cmtex10
    /CMTEX10
    /Cmtex8
    /CMTEX8
    /Cmtex9
    /CMTEX9
    /Cmti10
    /CMTI10
    /Cmti12
    /CMTI12
    /Cmti7
    /CMTI7
    /Cmti8
    /CMTI8
    /Cmti9
    /CMTI9
    /Cmtt10
    /CMTT10
    /Cmtt12
    /CMTT12
    /Cmtt8
    /CMTT8
    /Cmtt9
    /CMTT9
    /Cmu10
    /CMU10
    /Cmvtt10
    /CMVTT10
    /ColonnaMT
    /Colossalis-Bold
    /ComicSansMS
    /ComicSansMS-Bold
    /Consolas
    /Consolas-Bold
    /Consolas-BoldItalic
    /Consolas-Italic
    /Constantia
    /Constantia-Bold
    /Constantia-BoldItalic
    /Constantia-Italic
    /CooperBlack
    /CopperplateGothic-Bold
    /CopperplateGothic-Light
    /Copperplate-ThirtyThreeBC
    /Corbel
    /Corbel-Bold
    /Corbel-BoldItalic
    /Corbel-Italic
    /CordiaNew
    /CordiaNew-Bold
    /CordiaNew-BoldItalic
    /CordiaNew-Italic
    /CordiaUPC
    /CordiaUPC-Bold
    /CordiaUPC-BoldItalic
    /CordiaUPC-Italic
    /Courier
    /Courier-Bold
    /Courier-BoldOblique
    /CourierNewPS-BoldItalicMT
    /CourierNewPS-BoldMT
    /CourierNewPS-ItalicMT
    /CourierNewPSMT
    /Courier-Oblique
    /CourierStd
    /CourierStd-Bold
    /CourierStd-BoldOblique
    /CourierStd-Oblique
    /CourierX-Bold
    /CourierX-BoldOblique
    /CourierX-Oblique
    /CourierX-Regular
    /CreepyRegular
    /CurlzMT
    /David-Bold
    /David-Reg
    /DavidTransparent
    /Dcb10
    /Dcbx10
    /Dcbxsl10
    /Dcbxti10
    /Dccsc10
    /Dcitt10
    /Dcr10
    /Desdemona
    /DilleniaUPC
    /DilleniaUPCBold
    /DilleniaUPCBoldItalic
    /DilleniaUPCItalic
    /Dingbats
    /DomCasual
    /Dotum
    /DotumChe
    /EdwardianScriptITC
    /Elephant-Italic
    /Elephant-Regular
    /EngraversGothicBT-Regular
    /EngraversMT
    /EraserDust
    /ErasITC-Bold
    /ErasITC-Demi
    /ErasITC-Light
    /ErasITC-Medium
    /ErieBlackPSMT
    /ErieLightPSMT
    /EriePSMT
    /EstrangeloEdessa
    /Euclid
    /Euclid-Bold
    /Euclid-BoldItalic
    /EuclidExtra
    /EuclidExtra-Bold
    /EuclidFraktur
    /EuclidFraktur-Bold
    /Euclid-Italic
    /EuclidMathOne
    /EuclidMathOne-Bold
    /EuclidMathTwo
    /EuclidMathTwo-Bold
    /EuclidSymbol
    /EuclidSymbol-Bold
    /EuclidSymbol-BoldItalic
    /EuclidSymbol-Italic
    /EucrosiaUPC
    /EucrosiaUPCBold
    /EucrosiaUPCBoldItalic
    /EucrosiaUPCItalic
    /EUEX10
    /EUEX7
    /EUEX8
    /EUEX9
    /EUFB10
    /EUFB5
    /EUFB7
    /EUFM10
    /EUFM5
    /EUFM7
    /EURB10
    /EURB5
    /EURB7
    /EURM10
    /EURM5
    /EURM7
    /EuroMono-Bold
    /EuroMono-BoldItalic
    /EuroMono-Italic
    /EuroMono-Regular
    /EuroSans-Bold
    /EuroSans-BoldItalic
    /EuroSans-Italic
    /EuroSans-Regular
    /EuroSerif-Bold
    /EuroSerif-BoldItalic
    /EuroSerif-Italic
    /EuroSerif-Regular
    /EuroSig
    /EUSB10
    /EUSB5
    /EUSB7
    /EUSM10
    /EUSM5
    /EUSM7
    /FelixTitlingMT
    /Fences
    /FencesPlain
    /FigaroMT
    /FixedMiriamTransparent
    /FootlightMTLight
    /Formata-Italic
    /Formata-Medium
    /Formata-MediumItalic
    /Formata-Regular
    /ForteMT
    /FranklinGothic-Book
    /FranklinGothic-BookItalic
    /FranklinGothic-Demi
    /FranklinGothic-DemiCond
    /FranklinGothic-DemiItalic
    /FranklinGothic-Heavy
    /FranklinGothic-HeavyItalic
    /FranklinGothicITCbyBT-Book
    /FranklinGothicITCbyBT-BookItal
    /FranklinGothicITCbyBT-Demi
    /FranklinGothicITCbyBT-DemiItal
    /FranklinGothic-Medium
    /FranklinGothic-MediumCond
    /FranklinGothic-MediumItalic
    /FrankRuehl
    /FreesiaUPC
    /FreesiaUPCBold
    /FreesiaUPCBoldItalic
    /FreesiaUPCItalic
    /FreestyleScript-Regular
    /FrenchScriptMT
    /Frutiger-Black
    /Frutiger-BlackCn
    /Frutiger-BlackItalic
    /Frutiger-Bold
    /Frutiger-BoldCn
    /Frutiger-BoldItalic
    /Frutiger-Cn
    /Frutiger-ExtraBlackCn
    /Frutiger-Italic
    /Frutiger-Light
    /Frutiger-LightCn
    /Frutiger-LightItalic
    /Frutiger-Roman
    /Frutiger-UltraBlack
    /Futura-Bold
    /Futura-BoldOblique
    /Futura-Book
    /Futura-BookOblique
    /FuturaBT-Bold
    /FuturaBT-BoldItalic
    /FuturaBT-Book
    /FuturaBT-BookItalic
    /FuturaBT-Medium
    /FuturaBT-MediumItalic
    /Futura-Light
    /Futura-LightOblique
    /GalliardITCbyBT-Bold
    /GalliardITCbyBT-BoldItalic
    /GalliardITCbyBT-Italic
    /GalliardITCbyBT-Roman
    /Garamond
    /Garamond-Bold
    /Garamond-BoldCondensed
    /Garamond-BoldCondensedItalic
    /Garamond-BoldItalic
    /Garamond-BookCondensed
    /Garamond-BookCondensedItalic
    /Garamond-Italic
    /Garamond-LightCondensed
    /Garamond-LightCondensedItalic
    /Gautami
    /GeometricSlab703BT-Light
    /GeometricSlab703BT-LightItalic
    /Georgia
    /Georgia-Bold
    /Georgia-BoldItalic
    /Georgia-Italic
    /GeorgiaRef
    /Giddyup
    /Giddyup-Thangs
    /Gigi-Regular
    /GillSans
    /GillSans-Bold
    /GillSans-BoldItalic
    /GillSans-Condensed
    /GillSans-CondensedBold
    /GillSans-Italic
    /GillSans-Light
    /GillSans-LightItalic
    /GillSansMT
    /GillSansMT-Bold
    /GillSansMT-BoldItalic
    /GillSansMT-Condensed
    /GillSansMT-ExtraCondensedBold
    /GillSansMT-Italic
    /GillSans-UltraBold
    /GillSans-UltraBoldCondensed
    /GloucesterMT-ExtraCondensed
    /Gothic-Thirteen
    /GoudyOldStyleBT-Bold
    /GoudyOldStyleBT-BoldItalic
    /GoudyOldStyleBT-Italic
    /GoudyOldStyleBT-Roman
    /GoudyOldStyleT-Bold
    /GoudyOldStyleT-Italic
    /GoudyOldStyleT-Regular
    /GoudyStout
    /GoudyTextMT-LombardicCapitals
    /GSIDefaultSymbols
    /Gulim
    /GulimChe
    /Gungsuh
    /GungsuhChe
    /Haettenschweiler
    /HarlowSolid
    /Harrington
    /Helvetica
    /Helvetica-Black
    /Helvetica-BlackOblique
    /Helvetica-Bold
    /Helvetica-BoldOblique
    /Helvetica-Condensed
    /Helvetica-Condensed-Black
    /Helvetica-Condensed-BlackObl
    /Helvetica-Condensed-Bold
    /Helvetica-Condensed-BoldObl
    /Helvetica-Condensed-Light
    /Helvetica-Condensed-LightObl
    /Helvetica-Condensed-Oblique
    /Helvetica-Fraction
    /Helvetica-Narrow
    /Helvetica-Narrow-Bold
    /Helvetica-Narrow-BoldOblique
    /Helvetica-Narrow-Oblique
    /Helvetica-Oblique
    /HighTowerText-Italic
    /HighTowerText-Reg
    /Humanist521BT-BoldCondensed
    /Humanist521BT-Light
    /Humanist521BT-LightItalic
    /Humanist521BT-RomanCondensed
    /Imago-ExtraBold
    /Impact
    /ImprintMT-Shadow
    /InformalRoman-Regular
    /IrisUPC
    /IrisUPCBold
    /IrisUPCBoldItalic
    /IrisUPCItalic
    /Ironwood
    /ItcEras-Medium
    /ItcKabel-Bold
    /ItcKabel-Book
    /ItcKabel-Demi
    /ItcKabel-Medium
    /ItcKabel-Ultra
    /JasmineUPC
    /JasmineUPC-Bold
    /JasmineUPC-BoldItalic
    /JasmineUPC-Italic
    /JoannaMT
    /JoannaMT-Italic
    /Jokerman-Regular
    /JuiceITC-Regular
    /Kartika
    /Kaufmann
    /KaufmannBT-Bold
    /KaufmannBT-Regular
    /KidTYPEPaint
    /KinoMT
    /KodchiangUPC
    /KodchiangUPC-Bold
    /KodchiangUPC-BoldItalic
    /KodchiangUPC-Italic
    /KorinnaITCbyBT-Regular
    /KozGoProVI-Medium
    /KozMinProVI-Regular
    /KristenITC-Regular
    /KunstlerScript
    /Latha
    /LatinWide
    /LetterGothic
    /LetterGothic-Bold
    /LetterGothic-BoldOblique
    /LetterGothic-BoldSlanted
    /LetterGothicMT
    /LetterGothicMT-Bold
    /LetterGothicMT-BoldOblique
    /LetterGothicMT-Oblique
    /LetterGothic-Slanted
    /LetterGothicStd
    /LetterGothicStd-Bold
    /LetterGothicStd-BoldSlanted
    /LetterGothicStd-Slanted
    /LevenimMT
    /LevenimMTBold
    /LilyUPC
    /LilyUPCBold
    /LilyUPCBoldItalic
    /LilyUPCItalic
    /Lithos-Black
    /Lithos-Regular
    /LotusWPBox-Roman
    /LotusWPIcon-Roman
    /LotusWPIntA-Roman
    /LotusWPIntB-Roman
    /LotusWPType-Roman
    /LucidaBright
    /LucidaBright-Demi
    /LucidaBright-DemiItalic
    /LucidaBright-Italic
    /LucidaCalligraphy-Italic
    /LucidaConsole
    /LucidaFax
    /LucidaFax-Demi
    /LucidaFax-DemiItalic
    /LucidaFax-Italic
    /LucidaHandwriting-Italic
    /LucidaSans
    /LucidaSans-Demi
    /LucidaSans-DemiItalic
    /LucidaSans-Italic
    /LucidaSans-Typewriter
    /LucidaSans-TypewriterBold
    /LucidaSans-TypewriterBoldOblique
    /LucidaSans-TypewriterOblique
    /LucidaSansUnicode
    /Lydian
    /Magneto-Bold
    /MaiandraGD-Regular
    /Mangal-Regular
    /Map-Symbols
    /MathA
    /MathB
    /MathC
    /Mathematica1
    /Mathematica1-Bold
    /Mathematica1Mono
    /Mathematica1Mono-Bold
    /Mathematica2
    /Mathematica2-Bold
    /Mathematica2Mono
    /Mathematica2Mono-Bold
    /Mathematica3
    /Mathematica3-Bold
    /Mathematica3Mono
    /Mathematica3Mono-Bold
    /Mathematica4
    /Mathematica4-Bold
    /Mathematica4Mono
    /Mathematica4Mono-Bold
    /Mathematica5
    /Mathematica5-Bold
    /Mathematica5Mono
    /Mathematica5Mono-Bold
    /Mathematica6
    /Mathematica6Bold
    /Mathematica6Mono
    /Mathematica6MonoBold
    /Mathematica7
    /Mathematica7Bold
    /Mathematica7Mono
    /Mathematica7MonoBold
    /MatisseITC-Regular
    /MaturaMTScriptCapitals
    /Mesquite
    /Mezz-Black
    /Mezz-Regular
    /MICR
    /MicrosoftSansSerif
    /MingLiU
    /Minion-BoldCondensed
    /Minion-BoldCondensedItalic
    /Minion-Condensed
    /Minion-CondensedItalic
    /Minion-Ornaments
    /MinionPro-Bold
    /MinionPro-BoldIt
    /MinionPro-It
    /MinionPro-Regular
    /MinionPro-Semibold
    /MinionPro-SemiboldIt
    /Miriam
    /MiriamFixed
    /MiriamTransparent
    /Mistral
    /Modern-Regular
    /MonotypeCorsiva
    /MonotypeSorts
    /MSAM10
    /MSAM5
    /MSAM6
    /MSAM7
    /MSAM8
    /MSAM9
    /MSBM10
    /MSBM5
    /MSBM6
    /MSBM7
    /MSBM8
    /MSBM9
    /MS-Gothic
    /MSHei
    /MSLineDrawPSMT
    /MS-Mincho
    /MSOutlook
    /MS-PGothic
    /MS-PMincho
    /MSReference1
    /MSReference2
    /MSReferenceSansSerif
    /MSReferenceSansSerif-Bold
    /MSReferenceSansSerif-BoldItalic
    /MSReferenceSansSerif-Italic
    /MSReferenceSerif
    /MSReferenceSerif-Bold
    /MSReferenceSerif-BoldItalic
    /MSReferenceSerif-Italic
    /MSReferenceSpecialty
    /MSSong
    /MS-UIGothic
    /MT-Extra
    /MT-Symbol
    /MT-Symbol-Italic
    /MVBoli
    /Myriad-Bold
    /Myriad-BoldItalic
    /Myriad-Italic
    /MyriadPro-Black
    /MyriadPro-BlackIt
    /MyriadPro-Bold
    /MyriadPro-BoldIt
    /MyriadPro-It
    /MyriadPro-Light
    /MyriadPro-LightIt
    /MyriadPro-Regular
    /MyriadPro-Semibold
    /MyriadPro-SemiboldIt
    /Myriad-Roman
    /Narkisim
    /NewCenturySchlbk-Bold
    /NewCenturySchlbk-BoldItalic
    /NewCenturySchlbk-Italic
    /NewCenturySchlbk-Roman
    /NewMilleniumSchlbk-BoldItalicSH
    /NewsGothic
    /NewsGothic-Bold
    /NewsGothicBT-Bold
    /NewsGothicBT-BoldItalic
    /NewsGothicBT-Italic
    /NewsGothicBT-Roman
    /NewsGothic-Condensed
    /NewsGothic-Italic
    /NewsGothicMT
    /NewsGothicMT-Bold
    /NewsGothicMT-Italic
    /NiagaraEngraved-Reg
    /NiagaraSolid-Reg
    /NimbusMonL-Bold
    /NimbusMonL-BoldObli
    /NimbusMonL-Regu
    /NimbusMonL-ReguObli
    /NimbusRomDGR-Bold
    /NimbusRomDGR-BoldItal
    /NimbusRomDGR-Regu
    /NimbusRomDGR-ReguItal
    /NimbusRomNo9L-Medi
    /NimbusRomNo9L-MediItal
    /NimbusRomNo9L-Regu
    /NimbusRomNo9L-ReguItal
    /NimbusSanL-Bold
    /NimbusSanL-BoldCond
    /NimbusSanL-BoldCondItal
    /NimbusSanL-BoldItal
    /NimbusSanL-Regu
    /NimbusSanL-ReguCond
    /NimbusSanL-ReguCondItal
    /NimbusSanL-ReguItal
    /Nimrod
    /Nimrod-Bold
    /Nimrod-BoldItalic
    /Nimrod-Italic
    /NSimSun
    /Nueva-BoldExtended
    /Nueva-BoldExtendedItalic
    /Nueva-Italic
    /Nueva-Roman
    /NuptialScript
    /OCRA
    /OCRA-Alternate
    /OCRAExtended
    /OCRB
    /OCRB-Alternate
    /OfficinaSans-Bold
    /OfficinaSans-BoldItalic
    /OfficinaSans-Book
    /OfficinaSans-BookItalic
    /OfficinaSerif-Bold
    /OfficinaSerif-BoldItalic
    /OfficinaSerif-Book
    /OfficinaSerif-BookItalic
    /OldEnglishTextMT
    /Onyx
    /OnyxBT-Regular
    /OzHandicraftBT-Roman
    /PalaceScriptMT
    /Palatino-Bold
    /Palatino-BoldItalic
    /Palatino-Italic
    /PalatinoLinotype-Bold
    /PalatinoLinotype-BoldItalic
    /PalatinoLinotype-Italic
    /PalatinoLinotype-Roman
    /Palatino-Roman
    /PapyrusPlain
    /Papyrus-Regular
    /Parchment-Regular
    /Parisian
    /ParkAvenue
    /Penumbra-SemiboldFlare
    /Penumbra-SemiboldSans
    /Penumbra-SemiboldSerif
    /PepitaMT
    /Perpetua
    /Perpetua-Bold
    /Perpetua-BoldItalic
    /Perpetua-Italic
    /PerpetuaTitlingMT-Bold
    /PerpetuaTitlingMT-Light
    /PhotinaCasualBlack
    /Playbill
    /PMingLiU
    /Poetica-SuppOrnaments
    /PoorRichard-Regular
    /PopplLaudatio-Italic
    /PopplLaudatio-Medium
    /PopplLaudatio-MediumItalic
    /PopplLaudatio-Regular
    /PrestigeElite
    /Pristina-Regular
    /PTBarnumBT-Regular
    /Raavi
    /RageItalic
    /Ravie
    /RefSpecialty
    /Ribbon131BT-Bold
    /Rockwell
    /Rockwell-Bold
    /Rockwell-BoldItalic
    /Rockwell-Condensed
    /Rockwell-CondensedBold
    /Rockwell-ExtraBold
    /Rockwell-Italic
    /Rockwell-Light
    /Rockwell-LightItalic
    /Rod
    /RodTransparent
    /RunicMT-Condensed
    /Sanvito-Light
    /Sanvito-Roman
    /ScriptC
    /ScriptMTBold
    /SegoeUI
    /SegoeUI-Bold
    /SegoeUI-BoldItalic
    /SegoeUI-Italic
    /Serpentine-BoldOblique
    /ShelleyVolanteBT-Regular
    /ShowcardGothic-Reg
    /Shruti
    /SimHei
    /SimSun
    /SimSun-PUA
    /SnapITC-Regular
    /StandardSymL
    /Stencil
    /StoneSans
    /StoneSans-Bold
    /StoneSans-BoldItalic
    /StoneSans-Italic
    /StoneSans-Semibold
    /StoneSans-SemiboldItalic
    /Stop
    /Swiss721BT-BlackExtended
    /Sylfaen
    /Symbol
    /SymbolMT
    /Tahoma
    /Tahoma-Bold
    /Tci1
    /Tci1Bold
    /Tci1BoldItalic
    /Tci1Italic
    /Tci2
    /Tci2Bold
    /Tci2BoldItalic
    /Tci2Italic
    /Tci3
    /Tci3Bold
    /Tci3BoldItalic
    /Tci3Italic
    /Tci4
    /Tci4Bold
    /Tci4BoldItalic
    /Tci4Italic
    /TechnicalItalic
    /TechnicalPlain
    /Tekton
    /Tekton-Bold
    /TektonMM
    /Tempo-HeavyCondensed
    /Tempo-HeavyCondensedItalic
    /TempusSansITC
    /Times-Bold
    /Times-BoldItalic
    /Times-BoldItalicOsF
    /Times-BoldSC
    /Times-ExtraBold
    /Times-Italic
    /Times-ItalicOsF
    /TimesNewRomanMT-ExtraBold
    /TimesNewRomanPS-BoldItalicMT
    /TimesNewRomanPS-BoldMT
    /TimesNewRomanPS-ItalicMT
    /TimesNewRomanPSMT
    /Times-Roman
    /Times-RomanSC
    /Trajan-Bold
    /Trebuchet-BoldItalic
    /TrebuchetMS
    /TrebuchetMS-Bold
    /TrebuchetMS-Italic
    /Tunga-Regular
    /TwCenMT-Bold
    /TwCenMT-BoldItalic
    /TwCenMT-Condensed
    /TwCenMT-CondensedBold
    /TwCenMT-CondensedExtraBold
    /TwCenMT-CondensedMedium
    /TwCenMT-Italic
    /TwCenMT-Regular
    /Univers-Bold
    /Univers-BoldItalic
    /UniversCondensed-Bold
    /UniversCondensed-BoldItalic
    /UniversCondensed-Medium
    /UniversCondensed-MediumItalic
    /Univers-Medium
    /Univers-MediumItalic
    /URWBookmanL-DemiBold
    /URWBookmanL-DemiBoldItal
    /URWBookmanL-Ligh
    /URWBookmanL-LighItal
    /URWChanceryL-MediItal
    /URWGothicL-Book
    /URWGothicL-BookObli
    /URWGothicL-Demi
    /URWGothicL-DemiObli
    /URWPalladioL-Bold
    /URWPalladioL-BoldItal
    /URWPalladioL-Ital
    /URWPalladioL-Roma
    /USPSBarCode
    /VAGRounded-Black
    /VAGRounded-Bold
    /VAGRounded-Light
    /VAGRounded-Thin
    /Verdana
    /Verdana-Bold
    /Verdana-BoldItalic
    /Verdana-Italic
    /VerdanaRef
    /VinerHandITC
    /Viva-BoldExtraExtended
    /Vivaldii
    /Viva-LightCondensed
    /Viva-Regular
    /VladimirScript
    /Vrinda
    /Webdings
    /Westminster
    /Willow
    /Wingdings2
    /Wingdings3
    /Wingdings-Regular
    /WNCYB10
    /WNCYI10
    /WNCYR10
    /WNCYSC10
    /WNCYSS10
    /WoodtypeOrnaments-One
    /WoodtypeOrnaments-Two
    /WP-ArabicScriptSihafa
    /WP-ArabicSihafa
    /WP-BoxDrawing
    /WP-CyrillicA
    /WP-CyrillicB
    /WP-GreekCentury
    /WP-GreekCourier
    /WP-GreekHelve
    /WP-HebrewDavid
    /WP-IconicSymbolsA
    /WP-IconicSymbolsB
    /WP-Japanese
    /WP-MathA
    /WP-MathB
    /WP-MathExtendedA
    /WP-MathExtendedB
    /WP-MultinationalAHelve
    /WP-MultinationalARoman
    /WP-MultinationalBCourier
    /WP-MultinationalBHelve
    /WP-MultinationalBRoman
    /WP-MultinationalCourier
    /WP-Phonetic
    /WPTypographicSymbols
    /XYATIP10
    /XYBSQL10
    /XYBTIP10
    /XYCIRC10
    /XYCMAT10
    /XYCMBT10
    /XYDASH10
    /XYEUAT10
    /XYEUBT10
    /ZapfChancery-MediumItalic
    /ZapfDingbats
    /ZapfHumanist601BT-Bold
    /ZapfHumanist601BT-BoldItalic
    /ZapfHumanist601BT-Demi
    /ZapfHumanist601BT-DemiItalic
    /ZapfHumanist601BT-Italic
    /ZapfHumanist601BT-Roman
    /ZWAdobeF
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 200
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 2.00333
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /ColorImageDict <<
    /QFactor 1.30
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 10
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 10
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 200
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 2.00333
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /GrayImageDict <<
    /QFactor 1.30
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 10
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 10
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 400
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 600
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.00167
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile (None)
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /CreateJDFFile false
  /Description <<

    /BGR <>
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000410064006f006200650020005000440046002065876863900275284e8e5c4f5e55663e793a3001901a8fc775355b5090ae4ef653d190014ee553ca901a8fc756e072797f5153d15e03300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef69069752865bc87a25e55986f793a3001901a904e96fb5b5090f54ef650b390014ee553ca57287db2969b7db28def4e0a767c5e03300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /CZE <>
    /DAN <>
    /DEU <>
    /ESP <>
    /ETI <>
    /FRA <>
    /GRE <>

    /HRV <>
    /HUN <>
    /ITA <>
    /JPN <>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020d654ba740020d45cc2dc002c0020c804c7900020ba54c77c002c0020c778d130b137c5d00020ac00c7a50020c801d569d55c002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /LTH <>
    /LVI <>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken die zijn geoptimaliseerd voor weergave op een beeldscherm, e-mail en internet. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /POL <>
    /PTB <>
    /RUM <>
    /RUS <>
    /SKY <>
    /SLV <>
    /SUO <>
    /SVE <>
    /TUR <>
    /UKR <>
    /ENU (Use these settings to create Adobe PDF documents best suited for on-screen display, e-mail, and the Internet.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
  >>
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks false
      /AddPageInfo false
      /AddRegMarks false
      /ConvertColors /ConvertToRGB
      /DestinationProfileName (sRGB IEC61966-2.1)
      /DestinationProfileSelector /UseName
      /Downsample16BitImages true
      /FlattenerPreset <<
        /PresetSelector /MediumResolution
      >>
      /FormElements false
      /GenerateStructure false
      /IncludeBookmarks false
      /IncludeHyperlinks false
      /IncludeInteractive false
      /IncludeLayers false
      /IncludeProfiles true
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /NA
      /PreserveEditing false
      /UntaggedCMYKHandling /UseDocumentProfile
      /UntaggedRGBHandling /UseDocumentProfile
      /UseDocumentBleed false
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [600 600]
  /PageSize [612.000 792.000]
>> setpagedevice


