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Reliable ?

Integrity & Confidentiality

Access Control & encryption
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Send secure email

Alice Bob

1. Encrypt with Public Key:
“name=bob@example.com”

Key Server
3. Private key for 

bob@example.com

2. Bob authenticates
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File encrypted with a
set of attributes W

Access structure A
A(W)=1

Access structure B
B(W)=0

(Goyal et al., 2006)
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File encrypted with 
access structure T

attribute set A
T(A)=1

attribute set B
T(B)=0

(Bethencourt et al., 2007)
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Background

CP-ABE 
Access Structure

AND-gate Tree LSSS matrix

!" = (%&'()*&⋀%,ℎ../ *.& 01⋀23) > 18)⋁(teacher⋀age<40)

!C = (1⋀2⋀3)⋁(1⋀4)

!F = (1⋀2⋀3⋀4)
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– General group model rather than the standard numerical theoretical assumptions
C �A:!0""�%0�-����#B����!00��#!$�#$!0

– AND, OR and threshold operations 
– “bag of bits” for express policies containing <, £, >, ³
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C �0�$!�#B

– CPA security under DBDH assumption
C �A:!0""�%0�-����#B�����
��-#0��#!$�#$!0

– AND, NOT opeartions
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– supported any monotone access formula
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– CPA security under DBDH assumption
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– AND, OR and threshold operations 

E 
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– Shorten the system’s public key
– Shorten the user’s private key
– Shorten the length of the ciphertext
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E 1��B%�AD
– CPA security under DBDH assumption and D-Linear assumption

E ����&&�1A%B�AB%�

– Only support And-gate structure

ü ,(,���,����A��:������ 
E 1��B%�AD

– Fully secure in the standard model using the dual system encryption methodology .
E ����&&�1A%B�AB%�

– LSSS Matrix structure
E ��%A��:�8����"�$#:��D

ü 2�0(����2��#8B� �A��:������ 
E 1��B%�AD

– CPA security under DBDH assumption in the standard model.
E ����&&�1A%B�AB%�

– And-gate access structure
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– the expressive ability of policy is limited.

D 
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– It’s hard to construct the LSSS matrix 
– No normal method of construction.
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Our Contribution

Theorem:
Element’s orthogonal property in 

subgroup of composite order bilinear 
groups 

CP-ABE

Introduces some random elements 
into the policy key component. ITHJ09 Scheme

CP-ABE-HP
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CP-ABE-HP specific scheme
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– G and GT are the cyclic groups of order N=pr (p and r are distinct primes)
– Gp and Gr be the subgroup of the G with order p and r respectively. 
– Also gp and gr are the generator of Gp and Gr respectively.
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CP-ABE-HP specific scheme
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– if the symbol is of then 1 < t < n; 
– if the symbol is AND, then t = n; 
– if the symbol is OR, then t = 1. 
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CP-ABE-HP specific scheme
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CP-ABE-HP Performance analysis

Scheme Access Structure Hidden Policy Encrypt Decrypt

CN07 And-gate N (n+1)G+2Gt (n+1)Ce+(n+1)Gt

Emura09 And-gate N (n+1)G+2Gt 2Ce+2Gt

Xiao12 And-gate Y (n+3)G+2Gt 2Ce+2Gt

BSW07 Tree N (2|Ac|+1)G+2Gt 2|Au|Ce+(2|S|+2)Gt

ITHJ09 Tree N (|Ac|+1)G+2Gt (|w|+1)Ce+(|w|+1)Gt

CP-ABE-HP Tree Y 2(|Ac|+1)G+2Gt (|w|+1)Ce+(|w|+1)Gt

Table Comparison of our scheme with other schemes in computing cost
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CP-ABE-HP Security Model
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CP-ABE-HP Security Proof
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CP-ABE-HP Security Proof
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CP-ABE-HP Security Proof
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An implementation framework

Shared Data

Cloud

PKG AA

Security Server

RecipientsData Owner

The implementation framework of CP-ABE-HP scheme for outsourced data sharing

Policy
Encrypted

Data
Encrypted

Data

Private Key

Public ParametersPublic Parameters

Key

Data
Paramsters
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Conclusion
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