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vIt has been gaining significant success
• potential “infinite” storage size
• convenience of synchronization
• ease of access (at anytime, from anywhere)

Cloud Computing/Storage Service

vUsers/Organizations
• increasingly utilize/rely on the cloud storage 

services



Security & Privacy Concerns
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Cloud Storage Providers
Honest-but-Curious
-- run the programs and algorithms correctly,  
-- but gather information related to the stored data.



A Solution

• Confidentiality	for	data
• Fine-grained	access	
control	for	data

Initial	Requirement

• Combination	of	
encryption	and	access	
control

• Useful	for	access	
scenario	in	cloud	storage													

Ciphertext Policy	
Attribute	Based	
Encryption		
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*Bethencourt John, Amit Sahai, and Brent Waters. "Ciphertext-policy attribute-based encryption." 2007 IEEE symposium on security and privacy (S&P'07). IEEE, 2007.

Data à self-protection feature / abilitity



Overview of application
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…….

Cloud	Storage	Service

Data	Owner

Data	User

Data	User

Authority

v Setup

v Key	Generator

v Encrypt

v Decrypt

access	structure



Two Types of Insider in ABE
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……. v Colluding	users - insider	threat

v Authority - insider	threat

Cloud	Storage	Service

Data	Owner

Data	User

Data	User

Authority



Authority as Insider threat
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v authority	center

v private	cloud

v network

v Potential	Insiders
v system	administrator
v attribute	authenticator
v other	employees
v network	administrator	(if	deployed	in	private	cloud)
v cloud	administrator (if	deployed	in	private	cloud)



Multi-Authority CP-ABE
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authority q1

authority q2

authority q3
… …authority qi

authority qn-1

authority qn

PK MSK

Private Key

Encryption

Decryption



Insider Threat Mitigation Solutions
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Two	specific	insider	threat	issues	in	Authority

v with	insiders’	collusion:	different	authoritiesv single	authority	as	a	threat
v MA-CP-ABE	removes	that



Insider Threat Mitigation Solutions
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single	authority	as	insider
v multi-authority	scheme	can	directly	prevent	the	

insider’s	attack	from	a	single	authority.

malicious	key



Insider Threat Mitigation Solutions
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Collusion	among	different	authorities

IN tolerance:	self-authority,	the	data	owner	can	play	as	an	ABE	authority	itself

Limitation
One	responsibility	of	the	authority	is	to	generate	the	users’	private	keys	
àthe	self-authority	should	be	available	when	the	data	user	needs	the	key	services.



Insider Threat Mitigation Solutions
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ollusion among	different	authorities	posing	insider	threat

IN-1 tolerance:	resist	at	most	N	−	1	insiders	among	the	N	authorities



Security Analysis

The Laboratory for Education and Research on Security Assured Information Systems (LERSAIS) 12

Security	of	MA-CP-ABE

v Simulation	game	[4,12]
v Setup
v Secret	Key	Queries
v Challenge
v More	Secret	Key	Queries
v Guess Simulation	game

• The	adversary	 tries	to	break	the	scheme

adversary’s	
advantage

challenger’s
advantage

BDHE	
assumption

v Insider	Tolerance	Analysis

v Complexity	Analysis



Conclusion
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• Cloud	computing/storage	services	are	increasingly	used

• Data	confidentiality	and	Access	control	are	among	primary	issues

• CP-ABE	is	useful	in	addressing	both	Data	confidentiality	and	access	control	
issues

• Authority	needs	to	be	trusted	– hence	can	pose	as	insider	threat

• MA-CP-ABE	scheme	proposed	addresses		the	Authority	as	insider	threat	agent
• Two	schemes
• Complexity	of	the	scheme	is	better	than	that	of	another	existing	scheme	
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Security Analysis
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Security	of	MA-CP-ABE

v Simulation	game	[4,12]
v Setup
v Secret	Key	Queries
v Challenge
v More	Secret	Key	Queries
v Guess

challenger BDHE	
assumption

adversary
Simulation	game

• The	adversary	 tries	to	break	the	scheme
• The	challenger	tries	to	solve	the	mathematical	hard	problem	by	taking	the	advantage	of	the	adversary

adversary’s	
advantage

challenger’s
advantage

BDHE	
assumption



Complexity Analysis and Correctness
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Correctness	inferenceThe	complexity	of	our	proposed	MA-CP-ABE	scheme


