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Background
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Send secure email

Alice Bob

1. Encrypt with Public Key:
“name=bob@b.com”

Key Server
3. Private key for 

bob@b.com

2. Bob authenticates
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Background

Ø  

File encrypted with a
set of attributes W

Access structure A
A(W)=1

Access structure B
B(W)=0

(Goyal et al., 2006)
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Background

Ø  

File encrypted with 
access structure T

attribute set A
T(A)=1

attribute set B
T(B)=0

(Bethencourt et al., 2007)
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Background

Data-centric protection

Access Control Encryption
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Background

CP-ABE 
Access Structure

AND-gate Tree LSSS matrix
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Related Work

Ø
ü  

7 0 7 7 -
7

– General group model rather than the standard numerical theoretical assumptions
: 0 7 7 7

– AND, OR and threshold operations 
– “bag of bits” for express policies containing <, £, >, ³
– Do not support “NOT”operator

ü  
7

– CPA security under DBDH assumption
: 0 7

– AND, NOT opeartions

ü
7

– CPA security under DBDH assumption
: 0 7 7 7

– AND, OR and threshold operations 
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Related Work

Ø 0 0
ü

A 0 :
– CPA security under DBDH assumption

A :0 0 - :00 : :0
– AND, OR and threshold operations 

A :8 0 0 8 0
– Shorten the system’s public key
– Shorten the user’s private key
– Shorten the length of the ciphertext

ü  
A : 0 0 : :0
A :0 0 - 0

– Supported  the AND operation
– Attributes have more than one candidate value

A :8 0 0 8 : 0
– Constant ciphertext length
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Related Work

Ø  , :
ü -

, A 7 E
– CPA security under DBDH assumption

7B 0797 E - , A A
– AND, OR and threshold operations 

8 E 7 E 7 E 7 9 C ,

ü
7B 0797 E ,,, : 7

: B : C8 9
– supported any monotone access formula
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Related Work
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Our Contribution

ABAC CP-ABE

Complex access control rule encryption

Extended CP-ABE
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Extended Leaf Node

Ø   

not     

Software-engineeringschool

Operator Node
(t= -1)

attribute name node attribute value node
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Extended Leaf Node

Ø   

     

attribute value nodeattribute name node

Operator Node
(t<1)

Root Node

Interior Node
(1≤ t≤ n)

leaf node
(t=1)

extended leaf node
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Extended Leaf Node

Ø  

Value t Operator
-1 not

-2 <

-3 >

-4 £

-5 ³

Table 1: Values of t and its corresponding operator.
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Transform the extended policy tree

ALGORITHM 1: Attribute Verification

1: Get the expression exp(N.O.V) of the extended leaf node, where N, O and V
denote the basic attribute name, the operator and the attribute value respectively;

2: Traverse the basic attribute set A’ to find the basic attribute N and its value V’;

3: Let N=V’, and calculate the expression exp(N.O.V);

4: if the value of exp(N.O.V) is true

5: Convert exp(N.O.V) to string S=“N.O.V”

6: return S;

7: else

8: return null;

9: end if
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Transform the extended policy tree

Ø   

Ú

Ù

     

Ù

School not 
Software

engineering

age<40teacherage>18student

Ú

Ù

not >

     

Ù

student

school Software
engineering

age 18

<

age

teacher

40
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ECP-ABE specific scheme

Ø
ü . .:* . = 2, *:* . .: * * .: .

. .:* . * 2 2 .*: : = :2 . : .: 2 1 * . .:* : * * 2 2 .*:
* . ´ ®
. .:* . 1. * :2 = . . ( * * * : . 2 . .: * :*

. . . a Î)
. .  a £ £  
1. = 2, . 2 . £ £   * 1. * .: . 2 a £ £
  

ü 2 . 1. . ,: 2 *:

Ø  
ü 1. . ,: 2 *: .,2 2. *,,. 2, 12,1 2 . :. . *

. . . :..



State Key Laboratory of Software Development Environment 
langbo@buaa.edu.cn

ECP-ABE specific scheme

Ø ����	�����
ü C , . 1. 1 ,
ü 0 . . 1 : : Î-= . 1 0 := 0 . 1 0 )×F

)×  a

ü C. 1 ,
ü ). . 0 1 1 . . 1 . 1 :. 1 . 1
ü * 0 C F .0 . 1 . 1 1

( 0 1 1 . . 1 0 1 C 1 1  .: 0
. 0 , . . 1
– if the symbol is of then 1 < t < n; 
– if the symbol is AND, then t = n; 
– if the symbol is OR, then t = 1. 

, .0 0 1 1 . . 0  . 1
). 1 . 1

ü .0 . . . Î, 0 := 0 ,
ü * 0 = , , 0 0 ". (Î , 0  
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ECP-ABE specific scheme

Ø
ü - E = = * - 0 0 0 0 -=
ü A .- - = . - 0 0 0 -= - =
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ü =- = == 0

F - =- 0 A- = Î,  0 a =

F = - - = . -  0
ü 0 .- =

1-
jrtg
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ECP-ABE specific scheme
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ECP-ABE specific scheme
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ECP-ABE Performance analysis

Ø ( AA ) .
ü �
	�

. C . A . . A . C A A A .
. A A

ü �����
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ECP-ABE Performance analysis

Ø -) CC (. 2
ü �
�����	��

E A 2A = C C 2 = A C D2 = C 2
/ 2 = A 2 A2= C Î 2= A CDA= ( *= A C /  
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ECP-ABE Performance analysis
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ECP-ABE Performance analysis
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ECP-ABE Performance analysis

Ø ) ) ) ( )  

�

secur i t y_l evel =7 sal ar y=7500 gender =M age=24

�

not not ≥  ≥

i d Bob@gmai l . com name Tom sal ar y 7000secur i t y_l evel

security_ level=7 ∧salary=7500∧gender=M∧age=24 (id not Bob@gmail.com)
∧(name not Tom)
∧(salary≥7000)
∧(security_level≥4)
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ECP-ABE Performance analysis
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Conclusion
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ü / - /

/ -- - / /
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Ø
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Thank you!
Q & A


