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Edge Computing
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It allows data produced by IoT devices to be 
processed geographically closer to where it is 
created instead of sending it across long 
routes to data centers/clouds.
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Why/How
Edge Computing

• Why does edge computing 
matter

• IoT devices have poor 
connectivity 

• It’s not efficient for IoT devices to 
be constantly connected to a 
central cloud.

• latency-sensitive processing 
requirement

• How edge computing works
• Triage the data locally 



Overview of Query 
Processing
A 3-step Process

It transforms a high-level query into 
an equivalent and more efficient 
lower-level query.
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Parser and Translator

Query Optimizer

Query Evaluation Engine

Query in high-level language

Result of the Query Data

DBMS Catalog
Execution of the plan

Internal representation of the query



Query Processing Example
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Parser and Translator

Query Optimizer

Query Evaluation Engine

Query in high-level language

Result of the QueryData

DBMS Catalog

SELECT attr1, attr2, attr3
FROM t1, t2, t3
WHERE t1.a1 = t2. a1 AND t1.a2 = t3. a2
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Distributed Query Processing Example
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Parser and Translator

Query Optimizer

Query Evaluation Engine

Query in high-level language

Result of the QueryDistributed Data

Global Catalog

SELECT attr1, attr2, attr3

FROM t1, t2, t3

WHERE t1.a1 = t2. a1 AND t1.a2 = t3. a2
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Algebra expression

Query execution plans

SQL expression t1 à site1

t2 à site2

t3 à site3
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Query Processing in Edge Computing
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Edge Node

mobile 
application

vehicle sensors

location sensors
climate sensors climate sensorstraffic light sensors

request 
query

!"

!#

!$
!%

!&

id s1 s2 attr1 attri2
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… … … … …

relation t1
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id attri3

23 M

stream s1

id attr4

12 Yes

stream s2

Edge Node
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optimal query plan

Cloud



Challenges and Concerns : Edge vs Cloud
• Management policy

• Cloud servers are managed through strict and regularized policies
• Edge nodes may not have the same degree of regulatory and monitoring 

oversight.
• Ship selected/projected data to edge nodes that may be untrusted/semi-trusted
• Lead to disclosure of private information within the edge nodes.

• Latency
• Cloud: query in/cross data center(s) à proprietary network bandwidth

• Emphasis of QO is primarily on minimizing the query computation time
• Edge: nodes are scattered geographically with varying degrees of network 

connectivity
• A special emphasis of QO is network latency or statbility
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Latency Analysis
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Suppose that 
edge nodes are located in city A
closest cloud data center is located in city B 

Edge-based approach

Cloud-based approach

22.223 ms

84.818 ms



Query Processing in Edge Computing
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Edge Node (privacy-sensitive)

Cloud

mobile 
application

vehicle sensors

location sensors
climate sensors climate sensorstraffic light sensors

request 
query
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id s1 s2 attr1 attri2

101 23 12 35 AB
… … … … …

relation t1

……

……

id attri3

23 M

stream s1

id attr4

12 Yes

stream s2

Edge Node (public)
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optimal query plan



Privacy Disclosure Risk
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Samples of query execution plan candidates

Suppose that E4 is controlled by the adversary who tries to collect users’ private information

As a result, 
the adversary at the public 
edge node E4 can acquire the 
intermediate sensitive data 
even if it does not have access 
to edge nodes where the 
sensitive data is stored.



Adversary Model
• Public Adversary

• has complete control of public edge 
nodes 

• can access any data stored in 
public edge nodes

• Private Adversary
• can access the private edge nodes 

belonging to a specific privacy level
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Public Level

Privacy Level 1

Privacy Level 2

Privacy Level 3

Public Adversary

Private Adversary
(PL2)

the adversary can access any intermediate data 
shipped to its controlled edge nodes during the 
query plan execution phase

à the intermediate data inference attack.



Privacy Guarantee
• No privacy-sensitive information is disclosed in the query processing 

phase in the edge computing.
• if an adversary controls a public edge node

• it will not infer any privacy-sensitive information from monitoring the query operations
• even if the adversary controls a private edge node with privacy level p

• it cannot infer any sensitive information with privacy level higher than p
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Query Guard Framework

• A traditional dynamic programming 
enumeration skeleton

• the optimal plan is generated by joining optimal sub-
plans in a bottom-up manner

• Specifically
• Iterative dynamic programming approach
• Heuristic-based methods
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Privacy Join
• Privacy Settings

• Privacy Preference
• the data is assigned a privacy 

preference parameter by data owner 
to control the data shipment scope

• no ship out-of-scope in join operation
• Privacy Level

• each edge node is assigned a privacy 
level

• the privacy level of data can be 
directly inferred from the privacy levels 
of edge nodes

• no ship down in join operation
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Public Level

Privacy Level 1

Privacy Level 2

Privacy Level 3

e.g.
cooperative 
relationship



An illustration of the critical phases in Query Guard
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PL1

PL3

PL2

PL4

S1
S2
S3
S4

Privacy Levels: PL4 > PL3 > PL2 >PL1

E1,S4
E2,S4

E3,S3

E4,S3

E5,S3E6,S3

E7,S2E8,S1

Possible Joins



An illustration of the critical phases in Query Guard
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Privacy-preserving Joins

E1,S4
E2,S4

E3,S3

E4,S3

E5,S3E6,S3

E7,S2E8,S1

PL1

PL3

PL2

PL4

S1
S2
S3
S4

Privacy Levels: PL4 > PL3 > PL2 >PL1



An illustration of the critical phases in Query Guard
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Latency-aware Prune

E1,S4
E2,S4

E3,S3

E4,S3

E5,S3E6,S3

E7,S2E8,S1

PL1

PL3

PL2

PL4

S1
S2
S3
S4

Privacy Levels: PL4 > PL3 > PL2 >PL1



Experimental Evaluation

• General Setup
• Simulate a set of edge nodes with 

artificially injected network latency 
• 15 edge nodes with specific 

geography information
• Latency (ms) of the network traffic is 

estimated based on the distance 
(miles) using a linear model

• y = 0.022x + 4.862

All the experiments were executed using 
randomly generated queries over randomly 
generated relations/streams that are 
distributed on the 15 edge nodes



A case study of privacy-preserving 
processing

A1 ⋈ $2 ⋈ &3 ⋈ (4 ⋈ *5

The Laboratory for Education and Research on Security Assured Information Systems (LERSAIS)

Experimental Evaluation



Experimental Evaluation

• Comparison to IDP1 
• Execution Time
• our proposed technique has non-negligible 

performance advantage in execution time



Experimental Evaluation

• Comparison to IDP1
• Memory Usage
• our proposed technique has non-negligible 

performance advantage in memory usage aspects.



Experimental Evaluation

• Effect of latency awareness setting
• to evaluate whether the latency-aware cost 

model influences the performance of our 
proposed framework

• The latency-aware setting has a negligible 
effect on the memory usage of the 
algorithm, while the execution time cost has 
slight growth when the relation number 
increase.



Conclusion
• A privacy-preserving latency-aware query optimization framework

• Privacy disclosure risk analysis
• Latency concerns analysis

• Tackled privacy-aware and latency optimized query processing in edge 
computing environments

• Evaluate the proposed techniques in terms of execution time and memory 
usage

• our results show that the proposed methods perform better than conventional techniques 
while achieving the intended privacy goals.
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Q & A
Thanks


